
 

Recruitment and Applicant Privacy Policy 
 
This privacy policy (“Policy”) describes how Chanelle Pharma collect and process personal data from 
applicants and prospective employees (“Applicants and Candidates” or “you”) as part of the 
recruitment and job application process. This policy also includes a description of your data 
protection rights. This policy applies to our websites, forms, communications and materials that 
display or reference this Policy, but it does not apply to any products, services, websites or other 
materials that display or reference a different privacy notice or policy. 
  
Personal Data We Collect 
As part of the Chanelle Pharma recruitment and application process, Chanelle Pharma collects the 
following categories of personal data: 
 

• Identifiers and contact information: including name, telephone number, email, city of 
residence and home address. 

• Demographic information: including date of birth, gender and signature. 
• Administrative, professional or employment-related information: including resume or CV, 

cover letter, previous work or military experience, professional training, certifications and 
registrations, language capabilities, academic and education background and qualifications, 
transcripts, information provided for and results of background checks (which may include 
public social media data), reference contact information, position preferences, work permit 
status (such as immigrations, residency and related information), willingness to relocate, 
travel information (such as loyalty programmes numbers; dates and length of travel; hotel 
names and locations; and travel routes and departures, stops and destination points), 
desired salary, salary history (where permitted by law) and interests and aspirations; 

• Internet or other electronic network activity: IP address and browser information to keep 
you logged into the Chanelle Pharma website, recording interactions with our website, 
remembering your preferences and saving your changes to an in-process application 
(collected through Chanelle Pharma and our provider’s or by Chanelle Pharma’s servers 
when you are logged into the website). 

• Audio, electronic, visual or similar information, such as from video or voice recordings and 
photos. 

• Content and communications: including assessment responses, communications related to 
recruitment activities (e.g., recorded and stored contents of your communications with us 
via our website, chat features, remote interviews, phone calls and other channels) and any 
documents or other files you provide to Chanelle Pharma in connection with the 
recruitment and application process. If you send us email messages or other 
communications, we may collect and retain those communications. 

• Sensitive information (to the extent permitted or required by local law or voluntarily 
provided by you) including: 

o government issued identifiers, such as driver’s licence information, state or national 
identification information or student identification. 

o account log-in in combination with a security or access code, password or credentials 
that allow access to an account. 



o racial or ethnic origin. 
o information related to health (e.g., disability information) or religion, such as 

information you may include as part of an accommodation request. 
o information relating to sex life or sexual orientation or gender identity. 
o age; and/or 
o military or veteran status. 
o Fitness to work status. 

  
We also obtain personal data from other sources. These sources include: 
 

• Applications and services you choose to connect with on our recruiting platforms or that 
otherwise make users’ information available to others, such as Job Boards, LinkedIn 
Recruiter and social networks. 

• Service providers, including those that help us effectively identify top talent for each role, 
recruitment agencies, travel partners, background check services and website analytics and 
measurement providers. 

• Fitness to work confirmation from our third-party service provider, where we ask you to 
complete our Pre-Placement Health Assessment Questionnaire. 

• Recruiters, people who you have named as referees and partners with which we engage in 
joint recruiting activities; and 

• Publicly available sources or other data in the public domain. 
  
Where we require personal data to comply with legal or contractual obligations, the provision of 
such data is mandatory. If such data is not provided, then we will not be able to complete your 
recruitment process or to meet obligations placed on us. In all other cases, provision of requested 
personal data is optional. 
  
Our Use and Retention of Personal Data 
Chanelle Pharma collects and processes each of the categories of personal data described above to 
administer and carry out the recruitment and hiring process, including for human resources 
purposes and for operational and business, safety and security purposes and for the lawful bases 
described in this policy and described below: 
  

• Contractual necessity: As required to take steps which are necessary before Chanelle 
Pharma can enter into an employment contract with you (if applicable) and to reimburse 
you for any agreed expenses incurred in the recruitment and application process. 

• For purposes which are in Chanelle Pharma’s legitimate interests (if appliable), as further 
listed here, including: 

o to make informed decisions on recruitment and assess your suitability for the role 
(including background checks as permitted by local law, about which we will provide 
more information before they are carried out). 

o using automated systems to analyse your application information using techniques 
such as machine learning in order to select and retain candidates, as well as to 
improve our recruitment processes and the applicant experience (where your 
consent is not required). 

o to manage, monitor and protect our website, systems, processes, assets and 
resources, including managing and protecting unauthorised access and use of our 
data, devices, systems and infrastructure; and protecting our systems and network 
from intrusions. 



o to manage, monitor and protect campus, parking, buildings, office space, conference 
rooms, facilities, catering and café services, including monitoring and administering 
building occupancy and campus parking and transportation; operating and 
monitoring physical security systems, such as CCTV, key card entry systems and guest 
logs; registering personal vehicles and logging exit and entry times; and emergency 
notification services. 

o using cookies and similar technologies on our websites and services, to track 
performance and your interaction with the website, develop inferences, combat 
fraud and fulfil other legitimate purposes (unless we rely on your consent for this). 
We and/or our providers also disclose the data we collect or infer with other 
providers for these purposes as described in the “Disclosures of Personal Data” 
section below. 

o to host, administer and communicate information related to Chanelle Pharma’s 
recruitment activities, which may include recording and storing the contents of your 
communications with us via our website, chat features, phone calls and other 
channels 

o to keep you in mind for future roles (unless we rely on your consent for this); to 
answer your queries; improve our recruitment processes and activities as well as 
communicate with you about future career opportunities at Chanelle Pharma. 

• Compliance with legal obligations: As required to comply with applicable laws and protect 
our legal rights including, but not limited to, in connection with legal claims, (including 
disclosure of information in connection with legal process or litigation). If you are a 
successful candidate for employment, this will include verifying whether you have the right 
to work in the country in which you are applying for a job with Chanelle Pharma and 
checking whether the information you have provided in the application is correct and 
carrying out other background checks required by or otherwise permitted by local law. We 
will provide more information about these checks before they are carried out. 

• Assessing fitness to work – depending on the role you are applying for at Chanelle Group, 
we may ask you to complete a Pre-Placement Health Assessment Questionnaire, in order to 
ensure that you are in a position to commence employment with our organisation. This 
assessment is conducted by a third party that you will be put in touch with separately as 
part of this pre-employment process. We do not receive the specific results of the 
assessments, we only receive confirmation as to whether you have been deemed fit to work 
for our company.  

• Consent: Where required by applicable law, we will seek your consent for our collection and 
use of personal data as explained on the Career Opportunities website. You can withdraw 
your consent at any time. In countries where legitimate interest is not recognised under 
applicable law, our processing activities described above on the basis of legitimate interests 
will be based on your consent. 

  
Chanelle Pharma will retain personal data during the recruitment and application process in 
accordance with our legal obligations and for as long as we have a business or legal need to retain 
it. Upon completion of the recruitment and application process, an Applicant or Candidate who 
does not enter employment with Chanelle Pharma can request that we schedule their personal 
data for deletion. Certain information will be retained as permitted or required by law, such as to 
meet our record keeping obligations under applicable employment or other law. Generally, we do 
not keep an unsuccessful applicant’s data for more than 12 months after interview process has 
concluded.  

  



If you become a Chanelle Pharma employee, personal data that we collect as part of the 
recruitment and application process, including from LinkedIn and background checks, will become a 
part of your employee file and may be used later for the management of the employment 
relationship. Retention of such information will be governed by the Chanelle Pharma Employee 
Privacy Policy. 
  
Protection of Personal Data 
Chanelle Pharma uses appropriate and reasonable technical, physical and organisational measures 
designed to protect personal data against accidental or unlawful destruction, accidental loss or 
alteration or unauthorised disclosure or access. 
  
Disclosure of Personal Data 
Chanelle Pharma discloses the personal data described in this Policy for its own business purposes 
to the following recipients: 

• Affiliates and Subsidiaries. Chanelle Pharma transfers and discloses personal data between 
Chanelle Pharma group companies, its affiliates and contractors, in the EU and other 
countries, including outside your country of residence and will be stored and processed 
manually and electronically through global systems and tools for the purposes above. 

• Service Providers. Personal data may be processed by companies that help us to run our 
business by processing personal data on behalf of Chanelle Pharma or its Applicants and 
Candidates for the purposes disclosed in this Policy. Such companies include, but are not 
limited to, data storage, machine learning services, user interaction technology providers 
(including chatbots that may record or store communications), analytics providers, 
background check services, fraud monitoring and prevention, recruiting services, email and 
social media, IT service, interview notes summarisation, travel agencies and travel service 
providers. 

• Corporate Transactions. We may also disclose and transfer personal data as part of a 
corporate transaction such as a merger, transfer, divestiture or sale of all or a portion of our 
business or assets. 

• Legal and Law Enforcement. We will also access, transfer, disclose and preserve personal 
data when we believe that doing so is necessary to: 

o comply with applicable law or respond to valid legal process, including from law 
enforcement or other government agencies. 

o operate and maintain the security of our network and systems, including to detect, 
prevent or stop an attack on our computer systems or networks. 

o protect the rights or property of ourselves or others, including enforcing our 
agreements, terms and policies; or 

o act in urgent circumstances such as protecting the health or personal safety of an 
Applicant, Candidate, employee, agent, customer, user of Chanelle Pharma’s services 
or member of the public. 

  
We may also disclose personal data where we have your consent. Finally, we may disclose 
anonymised information in accordance with applicable law. 
  
Your Privacy Rights 
According to applicable laws, you may have rights with respect to your personal data, such as: 

• The right to be informed about our collection and use of your personal data. This Privacy 
Policy should tell you everything you need to know, but you can always contact us to find 
out more or to ask any questions using the details in the ‘Contact Us’ section below. 

• to access personal data that relates to you. 



• to request correction, erasure or restriction of our processing of personal data that relates 
to you or to ask us to pass data to another organisation 

• to object to the processing of such data and to request an explanation about the processing. 
• to withdraw any consent, you have provided (without affecting the lawfulness of processing 

before your consent was withdrawn);  
• The right to data portability. This means that, if you have provided personal data to us 

directly and we are using it with your consent or for the performance of a contract, and that 
data is processed using automated means, you can ask us for a copy of that personal data to 
re-use with another service or business in many cases. 

• Rights relating to automated decision-making and profiling. You will not be subject to a 
decision made solely by automated means.  

• the right to lodge a complaint with the Data Protection Commission or another relevant 
Supervisoty Authority. 

   
Personal Data Transfers 
Certain countries restrict transfers of personal data to other countries. Chanelle Pharma carries out 
these transfers in compliance with applicable law, including with consent where the law requires. 
Where Chanelle Pharma transfers EU, EEA, UK or Swiss personal data to a third country not deemed 
adequate by the European Commission, we rely on legal mechanisms approved by the European 
Commission, including standard contractual clauses, binding corporate rules and consent. And, 
where required by other countries, we may also rely on the use of the country-specific transfer 
mechanisms such as standard contracts. 
 
For Applicants and Candidates based in the UK, Switzerland, EU, EEA and China: 
If you have unresolved concerns, you also have the right to complain to data protection authorities 
in the country where you live or work or where you consider a breach of data protection law has 
occurred, but we encourage you to first contact us with any questions or concerns. Applicants from 
the European Union and European Economic Area can find the contact information for your 
country's data protection authority on the following link: http://ec.europa.eu/justice/article-
29/structure/data-protection-authorities/index_en.htm. 
  
Contact Us 
To exercise your rights under data protection, please contact us 
at dataprivacy@chanellegroup.ie   
 
If we receive a request from you to exercise any of the above rights, we may ask you to verify 
your identity before acting on the request; this is to ensure that your data is protected and 
kept secure. We may change this Privacy Policy from time to time. This may be necessary, for 
example, if the law changes. This Privacy Policy was last updated on 1st August 2026. 
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